EFRONT PRIVACY POLICY
1. Scope of the eFront privacy policy (hereafter the “Privacy Policy”)
The Privacy Policy applies to eFront, which includes all our affiliates, which are bound by the terms of
this Privacy Policy and will treat such information accordingly (hereafter “eFront , “We” or “Us”).
eFront has developed certain proprietary technologies, including (but not limited to) software as a
service (SaaS), mobile applications, software hosted by the eFront and related professional services
(hereafter the “eFront Technology”), which it makes available for use by its clients (hereafter the
“Client(s)”).
Our Clients may provide the eFront Technology (including related services) to their own clients
(hereafter the “User(s)”). The Users include all natural persons or individuals authorized by the Client
who access and/or use the eFront Technology.
eFront recognizes that privacy is important and accordingly We maintain the following Privacy Policy
to protect personal information that is provided by and/or entered by the Clients and/or Users through
the eFront Technology, and/or generated through the eFront Technology for use by the Clients and/or
Users.
This Privacy Policy covers our collection and all the processing operations which We perform with
regards to the personal information of the Clients and/or the Users (including the recording,
organization, structuring, storage, adaptation, alteration, retrieval, consultation, disclosure,
dissemination, alignment, combination, restriction, erasure or destruction), in order to make available
the eFront Technology to the Clients.
As a consequence, the Privacy Policy applies to eFront in its capacity as data processor acting on behalf
and under the instructions of the Clients, excluding eFront’s role as data controller, which is governed
by separate privacy policies.

2. Collection and Use of Personal Information
Personal information shall be collected by eFront for the purposes of providing hosting services, access
to eFront Technology and any professional services for which our Clients use the eFront Technology to
provide their own services to the Users.
eFront processes personal information collected through the eFront Technology under the direction
of our Clients, and accordingly We have no direct relationship with the Users whose personal
information We process on behalf of our Clients. However, We work closely with our Clients to help
them provide notices to the Users concerning the purpose for which personal information is collected
and processed.
eFront processes the following personal information provided by our Clients and/or the Users:




contact information such as name, e-mail address, mailing address, phone number;
information regarding the profile, login, content viewing activities and access rights;
unique identifiers such as user name, account number, password;
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information about the Client’s and/or User’s business such as company name, company size,
business type;
other personal information.

Our Clients may use the personal information notably to:




send the Users requested product or service information related to the Users’ account;
Respond to customer service requests made by the Users;
Administer the Users’ account.

3. Assistance of our Clients to comply with data protection legislation
Because we have no direct relationship with the Users whose personal information is collected and
processed through the eFront Technology, a User who seeks to access, correct, amend or delete their
personal information should direct their query to the Client. The queries can be either handled by the
Client on its own, or the Client can request assistance from eFront by sending an email at
privacy@efront.com . We will respond to the Client’s request within 30 business days.
4. Service Provider, Sub-Processors/Onward Transfer and other Third Party Sharing
We may disclose personal information to third party companies that help us provide our services to
our Clients and make available the eFront Technology to our Clients (the “Sub-processor”). Client has
authorized eFront to subcontract the processing of personal information to Sub-processors. eFront is
responsible for any breaches of the agreement in place with its Clients caused by its Sub-processors.

Whilst We may use Sub-processors for the processing of personal information to the extent necessary
to fulfill our contractual obligations under the agreement in place with our Clients, the Sub-processors
may not use any personal information for their own purposes and will be bound by the same
obligations as eFront does with regard to their processing of Client personal data.

Should We change Sub-processors in place at the time of signing the agreement with our Clients,
eFront will notify the Clients. If Client has a legitimate reason that relates to the Sub-processors’
processing of its personal data, Client may object to eFront’s use of a Sub-processor, by notifying
eFront in writing within thirty days after receipt of eFront’s notice. If Client objects to the use of the
Sub-processor, the parties will come together in good faith to discuss a resolution.

Where eFront engages another Sub-processor for carrying out specific processing activities on behalf
of the Client, eFront undertakes to apply the same data protection obligations as set out in the
agreement executed between any entity of the eFront and the Client, or as set out in any legislations
or regulations.
eFront also reserves the right to disclose the personal information collected as required by law, and
when We believe that disclosure is necessary to protect our rights and/or to comply with judicial
proceedings, court orders, or other legal proceedings.
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5. Security
The security of the personal information processed through the eFront Technology is a legitimate
concern of our Clients and their Users.
While processing is carried out on behalf of the Clients, eFront ensures to implement sufficient
guarantees regarding appropriate technical and organizational measures to ensure a level of security
appropriate to the risk.
When Clients or Users enter information that may be deemed sensitive (such as login credentials), We
encrypt the transmission of that information using secure socket layer technology (SSL). We have
implemented a number of security features throughout the eFront Technology to prevent the
unauthorized release of or access to personal information. eFront will continuously endeavor to
improve internal compliance systems including by appointing responsible officers for administration
of personal information, updating this Privacy Policy to ensure compliance with upcoming legislation,
educating our directors, officers and employees, and regularly train entrusted personnel to handle
Personal Information in accordance with this Privacy Policy.
Please be advised, however, that although we have endeavored to create a secure and reliable system
for the Clients and Users, the confidentiality of any communication or material transmitted to or from
the eFront Technology via the Internet or e-mail cannot be guaranteed.
When disclosing any personal information, Clients and Users should remain mindful of the fact that it
is potentially accessible to the public, and consequently, can be collected and used by others without
their consent. We have no responsibility or liability for the security of information transmitted via the
Internet. Any questions about the security measures applicable in relation to the eFront Technology
should be addressed to privacy@efront.com.
6. Data Retention
The eFront Technology will retain the personal information of the Clients and/or Users for as long as
our Clients use the eFront Technology and provide their own services to the Users through the eFront
Technology.
At the end of the Agreement, eFront will delete all the personal information collected through the
eFront Technology, including existing copies. The Client may however request in writing the return of
the personal information, in which case such request must be sent by the Client to eFront within 30
business days as of termination of the agreement executed between eFront and the Client. Following
such period, the personal information may be deleted by eFront.
We may however need to retain and use the personal information as necessary to comply with our
legal obligations.
7. Compliance of the transfer of data outside EU
eFront may transfer personal information outside EU, subject to the written agreement of the Client.
eFront has implemented appropriate safeguards in this respect, especially the security of the transfer
of personal information.
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